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ABSTRACT

Workflows are used in numerous domains, including order processing, healthcare, and
various management tasks. Workflow authorization systems manage access control in
workflows. As a natural next step of the popular role-based access control (RBAC)
model, we propose the role-and-relation-based access control (R2BAC) model for
workflow authorization systems. In R2BAC, in addition to a user's role membership, the
user's relationship with other users helps determine whether the user is allowed to
perform a certain step in a workflow. For example, a security constraint may require that
two steps in the workflow must not be performed by users who have conflicts of interests.
We study computational complexity of the workflow satisfiability problem, which asks
whether a set of users can complete a workflow. In particular, we apply tools from
parameterized complexity theory to better understand the complexities of this problem.
Furthermore, delegation is an important mechanism to provide resiliency and flexibility
in access control systems. We study the impact of delegation on the security of workflow
authorization systems. We formally define the notion of security with respect to
delegation and propose mechanisms to enforce delegation security in workflow
authorization systems.
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