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Abstract

During the latter half of the 20th century the world created a new infrastructure - the
cyber, or information, infrastructure. It underpins many of the processes and activities of
society. Usefulness of the cyber infrastructure depends on many aspects, and notable
among them is security. Fundamentally, today’s perimeter defense model on which most
cyber security relies does not work, and cannot work. This talk will characterize the
fragility and the failures of today’s cyber security. It will comment about new security
distinctions, particularly those related to privacy and identity. It will review past research,
the state of the art and the practice of information security today, and options for
improvement.
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